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ABSTRACT

This paper presents the Error detection and Correction using redundant residue number system based Code Division Multiple Access over a communication channel. The Coded transmission technique applied in a multipath environment has a Bit Error Rate comparable to that of a narrow band radio channel due to the fact that the fading of each subcarrier is frequency non-selective.
The existing scheme requires large block of data and higher overhead. Moreover, simple error detection such as parity check bit is too weak for communication in which quality of radio channel is often poor and burst error often occurs. These aforementioned shortcomings reduce the performance of the CDMA.
In this paper, an alternative scheme to detect and correct error, in order to increase performance and also to eliminate the higher overhead in the present CDMA scheme is presented. 
We use length five (5) moduli set [2n, 2n – 1, 2n + 1, 2n - 2(n+1)/2 + 1, 2n +2(n+1)/2 + 1], 
Where (2n - 2(n+1)/2 + 1, 2n +2(n+1)/2 + 1) is the redundant moduli set which is used for the correction of error.
The proposed scheme increases the performance of CDMA and provides more capability for fault-tolerance than those similar of the state-of the-art.
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INTRODUCTION

The multiple-access technique used in communication system is one way of efficiently allocating a rare communication resource, namely, the radio spectrum. This technique becomes meaningful when a large number of users seek to communicate with each other simultaneously. This sharing of the frequency spectrum must be done in such a way that it does not negatively affect the quality of performance of the system. It is also often desirable to allow a user to send and receive information simultaneously.
This can be achieved by duplexing in the time domain or in the frequency domain (Omondi and Premkumar, 2007). Multiple-access techniques allow several users to communicate simultaneously while providing each user with duplexing capability.
There are three major access techniques that are used to share available bandwidth: Frequency-Division Multiple Access (FDMA), Time-Division Multiple Access (TDMA), and Code-Division Multiple Access (CDMA) these three techniques can be broadly categorized as narrowband and wideband (Omondi and Premkumar, 2007).
In narrowband FDMA, the available radio spectrum is divided into a large number of narrowband channels and each user is allocated a frequency band. Duplexing in this scheme is achieved by employing two frequencies within each band. In order to minimize interference between the transmitted and received messages for the same user, a large frequency-separation is imposed between the two. In narrowband TDMA systems, the same frequency is used for many users; but each user is allocated a unique time-slot in a cyclic manner, and within that time-slot, the user is allowed to transmit and receive information. Duplexing in TDMA is achieved by either frequency-division multiple access or time-division multiple access.
CDMA is a form of spread-spectrum multiple-access in which the transmission bandwidth is several orders of magnitude greater than the minimum required Radio Frequency (RF) bandwidth. In this scheme, a narrowband signal is translated into a wideband noise-like signal before being transmitted.
Code Division Multiple Access (CDMA) systems and multicarrier techniques such as Orthogonal Frequency Division Multiplexing (OFDM) are two possible candidates to support multimedia services in mobile communication systems. 
One of the main advantages of residue number systems is that they facilitate the detection and correction of errors. This arises from the fact that in the residue representation of a number, all the digits are independent; therefore, an error in one digit-position does not corrupt any other digit-position. So if an error occurs in some digit-position, computations may still proceed, through the exclusion of the faulty digit position (and corresponding modulus), provided that either the resulting smaller dynamic range is acceptable, or that the original system had some extra moduli that provide a larger range than that nominally required for the computations to be carried out. Note that while fail-soft capability exists for all operations, error-isolation is not possible with operations that require interaction between all digits of a RNS representation; that is, operations such as division, magnitude-comparison, and reverse conversion.
Types of bit error in wireless communication can be classified as either random errors or burst errors. The random bit error can appear at any location in a sequence of data transmission or radio packet. On the other hand, burst error occurs in a number of consecutive bits in a sequence of digital data transmission. A source of burst error could originate from long duration of disturbance that is larger than one-bit duration or interference such as lightning or collision of communication packets over the radio channel. For mobile communication network, the error detection and correction services are usually provided by communication protocols at the data link and the transport layers in the Open System Interconnection (OSI) model. Generally, the error detection scheme requires certain amount of overhead in term of additional bits which are added to the total transmitted data. These additional bits are used by the receiver to check for error on the sequence of data that might occur during the transmission. Some error detection scheme could be used to correct the error which is called error correction scheme. However, the number of bits in error that can be detected may be different depending on the scheme and required overhead. However, a mobile communication system usually possesses limited resources in computational complexity and power budget, an efficient and low complexity error detection scheme is required. Unfortunately, the approach in (Madhukumar, Francois and Premkumar, 2000) and some efficient error detection techniques reported in the literature are not suitable for mobile communication system because it may require large block of data and higher overhead. Simple error detection such as parity check bit is too weak for mobile wireless communication system in which quality of radio channel is often poor and burst errors often occurs. 
In this study we focus our work on low complexity error detection technique which can be implemented with low complexity data compression in communication using the redundant residue moduli set. Also our system provides capability for fault tolerance as compared to those reported in the literature.

[bookmark: _Toc465257947][bookmark: _Toc472950069]LITERATURE REVIEW
In recent years, there has been an increasing demand for efficient and reliable data communication. This demand has been accelerated by the emergence of large-scale, high-speed data networks as well as fault-tolerant and ubiquitous computing. One major design issue in these communication systems is the minimization of errors in the received information after transmission over noisy channels. There are many obstacles to reliable communication such as noise, synchronization and interference from other users etc. To overcome some of these obstacles and to improve reliability, it is necessary to implement measures such as error detection and correction. A class of error detection and correction codes is based on Number Theoretic Transforms (NTT). One typical example of NTT is the Residue Number System (RNS) that has been widely employed in error detection and correction in digital processors, arithmetic units and data transmission. Self- checking architectures such as those based on RNS were first introduced. (Watson and Hastings, 1966), which was then developed by (Barsi and Maestrini, 1973) who introduced the concept of legitimate and illegitimate ranges that eventually leads to the concept of Redundant Residue Number System (RRNS). 
RRNS has been widely explored in literature within the context of fault-tolerant signal processing and error control. It is well known that RRNS is able to detect and correct errors and its detection and correction ability is related to the number of redundant moduli. This system requirement namely additional modulus poses a certain limitation on the performance of these systems. For example, for detection and correction of single bit errors, at least two redundant moduli are required. These additional moduli translate to a lower useful data rate and this may not be desirable in many practical applications.
Yau and Liu, 1973 extended the work of Watson and Hastings by presenting an iterative single error correction algorithm in which the error correction table was replaced with an on-line computation. This resulted in a smaller memory requirement and in the  use  of  a  smaller  number  of  large  moduli.  A parallel structure that is particularly efficient for VLSI circuit realization of the above method was presented by (Claudio and F. Piazza, 1993). A theoretical framework for coding using RRNS has been proposed by Krishna, Lin and sun, 1992). In this work certain predefined conditions are invoked in order to limit RRNS codes to a linear space and the codes are called semi-linear codes. The RRNS is generally restricted to moduli that are pair wise relatively prime. However, Katti proposed an error detection and correction scheme using moduli set with common factors (Katti, 1996). (Yang and Hanzo, 2001) improved and unified the conventional error-detection and correction algorithms within the context of a so-called projection based ‘minimum-distance decoding’ algorithm that can detect or correct multiple residue errors. Further they proposed a theoretical frame work for non-systematic and systematic RRNS, (Liew, Yang and Hanzo, 2006) investigated the upper bound for maximum likelihood soft-decision RRNS. A multiple detection and correction scheme based on RRNS that includes maximum likelihood decoding was presented (Goh and Siddiqi, 2008). In addition to error detection and correction, RRNS has been extensively tested in wireless communications for adaptive multicarrier modulation (Liew, and Hanzo, 2000), orthogonal signalling (Yang and Hanzo, 2002), CDMA systems (Liew, Kuan, Yang, and Hanzo, 2006). (Madhukumar and Chin, 2004), in wireless LAN (Madhukumar, Chin and Premkumar, 2003) and in Ultra Wide Band radio (UWB) (Yang and  Hanzo, 2002).

RESIDUE NUMBER SYSTEM

Residue number system is a technique in which an integer is represented by a set of remainders that are obtained after the modulli division by a set of relatively prime moduli. The process of converting a weighted number system to residue format is called RNS encoding (Sengupta, Zhu, Natarajan, 2012). Consider an arbitrary integer X and a set of v relatively prime integers (ml, m2... mv) called moduli with M as the product of all moduli.
[image: ]
Then integer X can be represented as a set of v remainders (TI, T2 ,... , Tv) where 
[image: ]
The dynamic range of the RNS is given by M and the set [0, M - 1] gives the legitimate range such that all integers in this range can be represented as residues by this set of moduli. The dynamic range R for negative numbers is given as

[image: ]
Arithmetic operations using RNS has the merit of carry free propagation. Therefore, in RNS the arithmetic operations performed are mutually independent between residue digits [4]. Let X I and X2	be	two	integers
[image: ]
where • denotes arithmetic addition, subtraction or multipli­cation and r1i and r2i are residues of Xl and X2 with respect to moduli mi. 
Example: Addition in RNS with moduli (5, 3, 2)
Residue 9			 [4,0,1]
Residue 16 			   [1,1,0]
Sum is 25 			  [0,1,1]
In   this   way   the   operations can   be   carried out   without any   carry propagation between residues and   thus   errors do not propagate between residue digits.  Thus   with   RNS larger operations can be simplified by dividing it into simpler parallel operations.

REDUNDANT RESIDUE NUMBER SYSTEM

Redundant Residue Number System is obtained by adding some redundancy to the Residue Number System and this account for the protection of data. RRNS helps in both error correction and error detection. By adding (u - v) redundant moduli (mv+l, mv+2,..., mv) to the v information moduli (ml, m2, ..., mv), a RRNS(u,v) code can be generated.
This process is called RRNS encoding. Thus an integer X is represented in the RRNS form as
X-[r1,r2,…,rv,rv+1,…ru]
where (m1 ,m2, ... , mv) are called information moduli and (mv+1, mv+2, ... , mv) are called redundant moduli. Similarly (r1 ,r2, ... , rv) are called information residues and (rv+l rv+2, ... , rv) are called redundant residues. Mr denotes the product of redundant moduli. In RRNS, the legitimate range is defined as [0, M] and illegitimate range, where residues are obtained using redundant moduli, is [M, MMr]. The residue vectors corresponding to the legitimate numbers form the v-dimensional code space and all the residue vectors constitute and u-dimensional vector space (Sengupta, Zhu, Natarajan, 2012).

FAULT-TOLERANCE
The integrity of data has tremendous effects on the performance of any data acquisition system. Noise and other disturbances can often degrade the information or data acquired from these systems. Devising a fault tolerant mechanism in wireless sensor networks is very important due to the construction and deployment characteristics of these low powered sensing devices. Moreover, due to the low computation and communication capabilities of the sensor nodes, the fault tolerant mechanism should have a very low computation overhead; sensor nodes are very vulnerable to failures. They may lose functionalities at any time because of energy depletion by harsh environment factors or malicious attack from enemies. So it is important Input/output (I/O) consider survivability in sensor network.

TYPES OF ERROR
[bookmark: _GoBack]These interferences can change the  timing  and  shape  of  the  signal.  If the signal is carrying binary encoded data, such changes can alter the meaning of the data. These errors can be divided into two types: Single-bit error and Burst error.
[bookmark: _Toc465257960][bookmark: _Toc472950082]Single-bit Error
The term single-bit error means that only one bit of given data unit (such as a byte, character, or data unit) is changed from 1 to 0 or from 0 to 1 as shown below.
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               Figure 1: Single bit error (Kharagpur 2016)


Single bit errors are least likely type of errors in serial data transmission. To see why, imagine a sender sends data at 10 Mbps. This means that each bit lasts only for 0.1 μs (micro-second). For a single bit error to occur noise must have duration of only 0.1 μs (micro-second), which is very rare. However, a single-bit error can happen if we are having a parallel data transmission. For example, if 16 wires are used to send all 16 bits of a word at the same time and one of the wires is noisy, one bit is corrupted in each word.
Burst/multiple Error
The term burst error means that two or more bits in the data unit have changed from 0 to 1 or vice-versa. Note that burst error doesn’t necessary means that error occurs in consecutive bits. The length of the burst error is measured from the first corrupted bit to the last corrupted bit. Some bits in between may not be corrupted.
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                                Figure 2: Burst Error (Kharagpur 2016)
Burst errors are mostly likely to happen in serial transmission. The duration of the noise is normally longer than the duration of a single bit, which means that the noise affects data; it affects a set of bits as shown in Figure 5. The number of bits affected depends on the data rate and duration of noise.
ERROR DETECTING CODES
Basic approach used for error detection is the use of redundancy, where additional bits are added to facilitate detection and correction of errors. Popular techniques are:
Simple Parity check: - The simple parity check code is the most familiar error detecting code. In this code, a k-bit data word is change to an n-bit code word where n=k+1.
Two-dimensional Parity check: - Two dimensional parity check code, usually called the optimal rectangle code, is the most popular form of multidimensional parity check code.
Checksum: - Checksum is a small sized datum from a block of digital data for the purpose of detecting errors which may have been introduced during its transmission or storage. 
Cyclic redundancy check: - Cyclic redundancy check is an error detecting code commonly used in digital networks and storage device to detect accidental changes to raw data.

SIMPLE PARITY CHECKING OR ONE-DIMENSION PARITY CHECK
[image: ]
Figure 3: Even-parity checking scheme (Kharagpur 2016)

TWO-DIMENSION PARITY CHECK
[image: ]
Figure 4: Two-dimension Parity Checking (Kharagpur 2016)



METHODOLOGY
RRNS QC ENCODER/DECODER
In this section, we explain an efficient structure for the RRNS QC encoder/decoder as shown in the diagram below. It consists of (m+2r) B/R converters, (m+2r) binary sub encoders, (m+2r) binary sub decoders and an R/B converter with error-correcting capability.
[image: ]
     Figure 5: The Encoder/Decoder Diagram.

Based on the redundant moduli {P1, P2,…,Pm, …,Pm+2r}, the B/R converters convert the binary message signal X[k] into its residue format, (X1[k], X2[k], … ,Xm[k],…,Xm+2r[k]), where Xi[k]= ⎜X[k] ⎜and Pi, i=1, ..., m, ..., m+2r. Then, for each Xi[k], one binary encoder is used to generate the corresponding encoded output Yi[k]. The (m+2r) encoded signals Yi[k] are transmitted through the transmission channel. At the receiver, the binary decoders, which are the inverse of the corresponding encoders, recover each residue message X'i[k]. Finally, the R/B converter with error-correcting capability will detect and correct the r errors and generate the final output message signal X'[k]. The proposed architecture has the following features:
• Binary encoders and decoders are used. Thus, a number of modulo operations required by the design in [3], [4]. are removed.
• The proposed architecture produces a security in the transmission (QC properties), and has an error correcting capability at the back end of the receiver. Thus, the message received from the final stage is error-corrected.
• If the word length of the input message is L bits, the word length of each binary encoder or decoder is approximately log (L) bits. Thus, the speed of the encoding and decoding can be very high.

 CONVERSION ALGORITHMS
The Conversion algorithms are;
1 Chinese reminder theorem CRT
2 Forward conversions
3 Reverse converters
Before we talk about conversion, let's see the reason beyond special set of moduli{2n+1,2n,2n-1}. Let’s consider the computation of the residue of integer X with respect to a modulus m. Since X may be represented as an n-bit binary number (xn-1, xn-2…x0), and its residue with respect to m may be expressed as:
[image: ]


From the properties of residues, we have:
[image: ]

 DATA CONVERSION IN RNS
In any RNS design, input operands are given in either binary or decimal format and must be converted to RNS notation before computation can be performed. The final results must be re-presented in the same way as the input operands. Hence, the need for a binary to residue, residue to binary converter for a successful RNS designs. There are two types of conversions in RNS processor: a forward conversion and a reverse conversion, with the latter one of the major if not the major problem in the full adoption of RNS due to its complex nature [6].


RESULT PRESENTATION
 FORWARD CONVERSION
Using the moduli set
[2n, 2n – 1, 2n + 1, 2n - 2(n+1)/2 + 1, 2n +2(n+1)/2 + 1] [2].
Example 
Let us consider the binary number 1010 to RNS using the moduli set above
Let n = 3
= (8, 7, 9, 5, 13)
Let 
  (2n, 2n – 1, 2n + 1) be our moduli set
Let n = 3 for the above moduli set
   (8, 7, 9)
M = 8 × 7 × 9 = 504
Using the binary
1010 RNS (8, 7, 9)
1010 mod 8 will be 2
1010 mod 7 will be 3
1010 mod 9 will be 1
Let 
 (2n - 2(n+1)/2 + 1, 2n +2(n+1)/2 + 1) be our redundant moduli set
  Let n = 3 for the above moduli set
 = (5, 13)
Using the binary
1010 RNS (5, 13)
1010 mod 5 will be 0
1010 mod 13 will be 10
We now have (2, 3, 1, 0, 10) RNS (8, 7, 9, 5, 13)
Let 
X1, X2, X3, X4, X5 be (2, 3, 1, 0, 10) moduli set/redundant
M1, M2, M3, M4, M5 be (8, 7, 9, 5, 13) data residue/redundant

Example x1 is change from 2 to 3 and then the received RNS representation becomes (3, 3, 1, 0, 10). Upon following the general approach of the Chinese reminder theorem (CRT) and using the first (1st) three (3) residue digit and their moduli, we obtain CRT formula.
For the equation on CRT to be used, it means that the moduli set used must be pairwise relatively prime although there has been serious work on moduli sets with common factors.

X = | m1|m1-1|m1x1 + | m2|m2-2|m2x2 + | m3|m3-3|m3x3	+ … + | mn|mn-n|mnxn	|M 
B. REVERSE CONVERSION
Now (x1, x2, x3) RNS (8, 7, 9)
(3, 3, 1) RNS (8, 7, 9)
M1 = 63
M2 = 72
M3 = 56
M1-1 = | 63-1 | = 7
M2-1 = | 72-1 | = 4
M3-1 = | 56-1| = 5
M = 8 × 7 × 9 = 504

X = | 63×7×3 + 72×4×3 + 56×5×1 |504
      = | 1323 + 864 + 280 |504
       = | 2467 |504
	= 451
| 451 |5 = 1
| 451 |13 = 9
                | 0 – 1 |5 = 4
	| 10 – 9 |13 = 1
ERROR DETECT
Since there is an error in (x1, x2, x3) RNS (8, 7, 9)	
We now check for (x2, x3, x4) RNS (7, 9, 5)
CORRECT/RESTORE ERROR
(3, 1, 0) RNS (7, 9, 5)
M2 = 45
M3 = 35
M4 = 63
M2-1 = | 45-1 | = 5
M3-1 = | 35-1 | = 8
M4-1 = | 63-1| = 2
M = 7 × 9 × 5 = 315
CONSISTENCE CHECKING
X = | 45×5×3 + 35×8×1 + 63×2×0 |315
      = | 675 + 280 + 0 |315
       = | 955 |315
	= 10
| 10 |5 = 0
| 10 |13 = 10												| 0 – 0 |5 = 0
	| 10 – 10 |13 = 0
Since there is an error in (x2, x3, x4) RNS (7, 9, 5)
We now correct the error in x1 by | 10 |8 = 2

RESULT
In Table1 shown RRNS code words of some typical decimal integer messages X in the RRNS with moduli m1=4; m2=5; m3=7; m4=9; m5=11; m6=13 and m7=17; where ri=X(modmi)and M =4×5×7=140.

TABLEI.SHOWN RRNS CODE WORDS OF SOME TYPICAL DECIMAL INTEGER MESSAGES

	Decimal Message X
	No Redundant residue digits
   r1         r2    r3
	Redundant Residue Digits
 r4     r5     r6  r7

	X0 = 0
	   0        0     0 
	  0      0     0   0

	X1 = 1
	   1        1     1        
	  1      1     1   1

	X2 = 2
	   2        2     2     
	  2      2     2   2

	X3 = 5
	   1        0     5         
	  5      5     5   5

	X4 = 10
	  2         0     3 
	  1     10   1010

	X5 = 20
	  0         0     6    
	  2      9     7   3

	X6 = 50
	  2         0     1    
	  5      6   11 16 

	X7 = 100
	  0         0     2 
	  1      1     9 15















In Table2 shown RRNS code words of some typical binary messages X in  the  RRNS  with  moduli m1=4; m2=5;  m3=7;  m4=9;  m5=11;  m6=13  and    m7=17; where ri=X(modmi) and M= 4×5×7=140.

TABLE II. SHOWING RRNS CODE WORDS OF SOME TYPICAL BINARY INTEGER MESSAGES

	Binary Message X
	No Redundant residue digits
   r1       r2         r3
	Redundant Residue Digits
 r4     r5     r6      r7

	X0 = 0000000
	   0        0         0 
	  0      0     0      0

	X1 = 0000001
	   1        1         1        
	  1      1     1      1

	X2 = 0000010
	   2        2         2     
	  2      2     2      2

	X3 = 0000100
	  0         4         4
	  4      4     4      4

	X4 = 0001000
	 0        3         1          
	  8      8     8      8

	X5 = 0010000
	 0        1         2 
	  7    5     3      16

	X6 = 0100000
	 0        2         4 
	  5     10    6      15

	X7 = 1000000
	0        4        1   
	 1      9    12     13





















CONCLUSION
In this paper, we look at the problems in communication system such as: errors in transmitted data. Then we studied some of existing capabilities in the RNS. These capabilities can be used to improve the existing problems in communication system. The merit of this work is that it reduces traffic rate in communication system. Additionally, RNS has the ability to detect and correct errors in data transmitted while exploiting minimum redundancy.  
RECOMMENDATION
This thesis provide a scheme and implementation can also be done on hardware description language such as very high speed integrated circuit (VHDL), Application Specific Integrated Circuit (ASIC), Frequency Programmable Gate Array (FPGA) etc. 
The moduli set used in this thesis is length five (5) range moduli set and we intend to use a moduli set of higher dynamic range and suggest new Chinese reminder theorem algorithm for the reverse conversion. 
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